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Introduction

The Amazon SES Connector Plugin enables seamless integration between Odoo and
Amazon Simple Email Service (SES), allowing all outgoing emails from Odoo to be
sent through Amazon SES using the AWS SDK. This integration improves email
deliverability, scalability, and overall performance of the email communication
system.

The plugin also supports the configuration of Amazon Simple Notification Service
(SNS) to receive real-time notifications for email delivery, bounce, and complaint
events. These events are automatically captured and stored within Odoo, enabling
effective monitoring, tracking, and analysis of email activities.

In addition, the plugin includes a custom unsubscribe mechanism that allows
recipients to securely opt out of future communications. A re-subscription option is
also provided, enabling partners or recipients to opt back in and resume receiving
emails when required.

Key Features

Send all Odoo emails via Amazon SES using AWS SDK.

Instead of using Odoo’s traditional SMTP servers, the system routes every outgoing
email through Amazon SES using the AWS SDK (SESv2).

Configure SNS to receive real-time Delivery, Bounce, and Complain events -
Amazon SNS (Simple Notification Service) is configured to receive all events
from SES, such as:

o Delivery — Email reached the recipient’s mail server

o Bounce — Recipient’s email address is invalid, mailbox full, or blocked

o Complaint — Recipient marked the email as spam
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Store SNS notifications in a custom model for email analytics.

A custom Odoo model is created to store all SNS event payloads. And this payload
also stores in Odoo mail record.

Add Unsubscribe link in every outgoing email using a secure token.

Each outgoing email automatically includes an unsubscribe link containing a secure
token. When a recipient clicks the link: -

o They are taken to a custom Odoo controller
o The system verifies the token
o Thepartneris marked as unsubscribed or added to a blacklist
o Future emails to the recipient are blocked
Resubscribe partners to allow future communication.
A Re-subscribe button is added to the Partner form in Odoo.
When clicked:
o The partner is removed from the blacklist.

o They canreceive emails again.

Amazon Web Services (AWS) Prerequisites

Before configuring the Amazon SES Plugin in Odoo, the required setup must be
completed in the Amazon Web Services (AWS) console. These steps are mandatory
to allow Odoo to authenticate with Amazon SES, send emails, and receive delivery,
bounce, and complaint notifications.

3.1 Amazon Web Services (AWS) Prerequisites

1. Logintothe AWS Management Console.
2. Navigate to IAM — Users.
3. Create anew IAM user (for example: odoo_ses_user).

This IAM user will be used by Odoo to authenticate with Amazon SES using the AWS SDK.
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Figure 1: IAM user summary page

3.2 Attach Required IAM Permissions
Attach the following AWS managed policies to the |IAM user:

e AmazonSESFullAccess
e AmazonSNSFullAccess
These permissions are required to:

e Send emails using Amazon SES

e Publish and receive SNS notifications for Delivery, Bounce, and Complaint events

Without these permissions, email sending and event tracking will not function correctly.
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Figure 2: IAM Permissions

3.3 Generate AWS Access Keys

1.

DA I R

Open the IAM user created for Amazon SES.
Navigate to Security credentials.
Create a new Access Key.
Select Application running outside AWS when prompted.
Copy and securely store the following credentials:
a. Access Key ID

b. Secret Access Key

Important:

The AWS Secret Access Key is displayed only once during creation. If the
secret key is lost, a new access key must be generated, and the old one must
be deactivated.
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tices & Retrieve access keys w.
Access key
If you lase or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.
Access key Secret access key
0 AKIAXGLHSXDIYM3WAGHO 0 JopdGADRI06!IMNINTURFbxGbezROMSINGDILOY  Hide

Access key best practices

» Never store your access key in plain text, in a code repository, or in code.
* Disable access key when no longer needed,

» Enable | lege permissions.

« Rotatea regularly.

For more details about managing access keys, see the best practices for managing AWS acress keys.

Figure 3: AWS Access Keys

3.4 Verify Amazon SES Region

Amazon SES is a region-specific service.

1. Identify the AWS region where Amazon SES is configured (for example:
Europe (Stockholm)).

2. Ensurethe sameregionis selected later in the Odoo Amazon SES
configuration.

A region mismatch between AWS and Odoo will cause connection and email
delivery failures.
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s > Create identity @ ©

@ Mail Manager Journaling

Streamline email compliance and reduce costs with SES Mail Manager's email journaling solution. Leam mare (2,

Create identity

An identity is a domain, subdomain, or email address you use to send email through Amazon SES, Identity verification at the domain level extends to all email addresses under one verified domain identity.

Identity details .
Identity type

Domain Email address

Cancel Create identity

Figure 4: AWS Region Selection

3.5 Verify Sender Email or Domain Identity
1. Navigate to Amazon SES — Configuration — Identities.
2. Verify at least one Email Address or Domain.

3. Use a verified identity as the Default From Email in Odoo.

Emails sent from unverified identities will be rejected by Amazon SES.

@ Mail Manager Journaling
Streamline email compliance and reduce costs with SES Mail Manager's email journaling solution. Learn more (2
Identities
2. The [ mail
Q 1 [}
Identity v | identity typs v | identity st v
e — (<]
v
e————— Email address @ ver
CTE— Email address @ ver
e —— Email address @ ver
e Email address @ Verified

¥ Virtual Deliverability
Manager

¥ Mail Manager Impact Identity name v | Age v | Recommendation/Description @ | Last checked v | Resolve issue

Figure 5: AWS Veerified Users
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4. Odoo Configuration & Usages

4.1Install the Module

e Inthe Apps search bar, type: Amazon SES Email Service.
e The module will appear in the search results.
e Click the Install button.

e Wait for Odoo to finish installing and updating menus.

e The moduleis now active.

B Apps Aeps Update AppsList  Apply Scheduled Upgrades  Import Module & ' O MyCompary A e
Apps @ o [y smazon ses email senvice. % - i <> e =
D
™ ApPS . Amazon SES Email Service
Al l

Learn More
Official Apps

Industries

™ CATEGORIES
Al
Sales
Website

Helpdesk

Figure 6: Plugin Install Page

4.2 Amazon SES Configuration User Access.

e Give User Access to access the AWS SES Configuration Menu.

Confirmed

oLES
Rola  Member O Ad
MASTER DATA SALES
oducts ? Admi
Contact
port
AccounTl PRODUCTIVITY
Accon Das}
Bank
MARKETING AMAZOS
Email Marketing  Usar Amazon SES
Canned Respanses Show AWS SES Cenfiguration

Figure 7: Amazon SES Group Access
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¢ Navigate to AWS SES Configuration — AWS SES Configuration — Click
— New

e AWS Access Key ID - Enter AWS Access Key ID for authentication.

e AWSSecret Access Key - Enter AWS Secret Access Key for authentication.

e AWS Region - Select the AWS region where your SES is configured.

e Default From Email - Set a default sender email (must be verified in AWS
SES).

e Click on the Test SES Connection Button to establish the connection with
Amazon SES.

§i AWS SES Configuration  AWS SES Configuration  AWS SNS Message: %' @ MyCompany A~

AWS SES Configuration - - . _
NeW | ai-north-1 2% Success. Connection to Amazon SES was successful b4

I Test SES Connection | Test SNS Connection

Amazon SES

AWS CREDENTIALS EMAIL SETTINGS

AWS Access Key 1D sesrarssasssasasinn Default From Email  testers.glb@amail.com

AWS Secret Access Key Connection Status  Tested

AWS Region eu-north-1

Setup Instructions:
1. Enter your AWS Access Key ID and Secret Access Kay.
2. Select the AWS region where your SES is configured.
3. Set a default sender email (must be verified in AWS SES).
4. Click "Test Connection” to verify credentials.
5. Toggle "Active” to enable AWS SES for email sending

MNote: Make sure your email addresses are verified in the AWS SES console.

Figure 8: Amazon SES Configuration

4.3 Send all Odoo emails via Amazon SES using AWS SDK.

e Instead of using Odoo’s traditional SMTP servers, the system routes every

outgoing email through Amazon SES using the AWS SDK (SESv2).

e The plugin automatically intercepts Odoo’s email flow and sends emails

through SES programmatically using SES API calls.
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i Send X

To? Test Customer % | -
Subject? My Company Quotation (Ref 500004)

Hello,

Your guotation 500004 amounting in CHF 30.00 is ready for review.

Do not hesitate to contact us if you have any guestions.

Administrator

Quotation - 500004.pdf x

E Discard X H 0]

Figure 9: Odoo Send Email Interface.

ca g

tome -

Accept & Sign Quotation 500004 - KK
CHF 20.00

Hello,

Your guotation S00004 amounting in CHF 20.00 is ready for review.

Do not hesitate to contact us if you have any questions.

Administrator

/’ '\\ /’ "‘\\
{ “ Reply )L ~ Forward |

Figure 10: Outgoing email via Amazon SES.
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4.4 Configure SNS to receive real-time Delivery, Bounce, and Complaint events.

o Navigate to AWS SES Configuration — AWS SES Configuration — Click —
Test SNS Connection.

2 AWS SES Configuration AWS SES Configuration  AWS SNS Message B O MyCompany A

New | A0S 555 :ovgqumnm L SNS configured. SNS topic amaws snsieu-north- X

1:494676064465:5e5_events_topic attached to SES

identity for Bounce, Complaint, and Delivery events.
Test SES Connection | Test SNS Connection

Amazon SES

AWS CREDENTIALS EMAIL SETTINGS

AWS Access Key ID Default From Email testers glb@gmail. com

AWS Secret Access Key Connection Status Tested

AWS Region eu-north-1

Setup Instructions:

1. Enter your AWS Access Key ID and Secret Access Key.

2. Select the AWS region where your SES is configured.

3. Set a default sender email (must be verified in AWS SES).
4. Click “Test Connection” to verify credentials.

5. Toggle "Active" ta enable AWS SES for email sending

Note: Make sure your email addresses are verified in the AWS SES console

Figure 11: Amazon SNS Configuration.

« Amazon SNS (Simple Notification Service) is configured to receive all events from
SES, such as:

o Delivery — Email reached the recipient’s mail server
o Bounce — Recipient’s email address is invalid, mailbox full, or blocked
o Complaint — Recipient marked the email as spam

e These events are published by SES to an SNS topic, which sends them to an HTTPS
endpoint in Odoo.

e Thisenables real-time monitoring of email status inside Odoo.

e Make Sure your subscription URL must be confirmed in the amazon SNS as shown
on the below Image.
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e AmazonSNS > Subscriptions

Amazon SNS < Subscriptions (15) t A n i Create subscription
Dashboard Q se \ .
7 ™ a | Endpoint o | status @ | Protocol o | Topic v |
Subscriptions

HTTPS

https://likes-butterfly-medicines-contra.

¥ Mobile
HTTPS

https://jam-grades-craft-bend.trycloud.

https://roommate-attention-mass-reco. @ Confirmed HTTPS

Figure 12: Amazon SNS Configured URL In AWS.

4.5 Store SNS notifications.
o Store SNS notifications in a custom model for email analytics.

o Navigate to AWS SES Configuration — AWS SNS Message.

B AWS SES Configuration  AWS SES Configuration  AWS SNS Message

Topic Am amiaws:sns:eu-north-1:494676064465:ses_events topic Source Email kanhaiya kr@pitsolutions.com
Destination Emall 7 kk989656@gmail.com

667 2adb3069b0e04.

ARC:Quaranting
12687.289 - gsmtp

Notification Type Smtp Response 2
595804088b6:

Calleridentity Kk 31
Source Am arnzaws:ses-eu-north-1:494676064465:identity/kanhaiya kr@pitsolutions.com

Message 0110019a91ada07e-d6b5550-562d-41a7-a5de-c759ae004cc1-000000

Message Json

064465 identity/kanhaiya kr@pitsolutions.com
14cc1-000000°, "d
nse”: *250 2.0.0 OK DA

sourceAn’: "armaws:ses:eu-north
“messageld": "0110019a91ada07e-déb 62d-41
neMilis recipients": [kk989656@gmaiL.com’) “smi
‘reportingMTA"; "e240-3.smtp-out.eu-north-1.amazonses.com™})

livery”, “mail™; ("timestamp?; *2025-11-17T11:57:4

100", “callerident

antine 1763380667

Figure 13: SNS Notification Messages.

o Andstoring these SNS notification on Odoo mail model.
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Settings General Settings  Users & Companies  Translations  Technical

Emails
W | My Company Quotation (Ref S00004) &

Subject *
My Company Quotation (Ref S00004)

by on Nov 18, 4:49 PM 4 Reply

?
From *

To’

Unsubscribe Token * 59293b3650f6d400a88cb37abbe1e60e

To (Partners) * KK1 X

Cc’
Reply-To *

Scheduled Send Date *

Body Advanced Attachments Amazon SNS Natifiction

Topic Arn Create Date Notificatio... Calleriden... Message

arn:aws:sns.. Nov 18, 4:50 PM (Delivery’)  kk_31 0110019a8...

Source Em... Destinatio...

kanhaiya.kr... kanhaiyakr..

[Z1 0pen Document

S :
QOutgoing  Sent Received
z

Smitp Response

250 2.6.0 <0110019a96b1586f-
e8dedf68-9e72-4062-9aad-
22373bde657¢-000000@eu-north-
1.amazonses.com>
[Internalld=32435593024917,
Hostname=MAOPROTMBI547.INDPRD
01.PROD.QUTLOOK.COM] 20805 bytes
in 0.159, 127.613 KB/sec Queued mail
for delivery

Source A

arn:awsises...

Delivery Failed Cancelled

Message Json

{"notificationType": "Delivery”, "mail”: @
{"timestamp™: "2025-11-
18T11:19:56.271Z", "source™
“kanhaiya.kr@pitsolutions.com”,
"sourceArn™: "arn:aws:ses:eu-north-
1:494676064465:dentity/kanhaiya.kr
@pitsolutions.com”, "sourcelp™
"122.162.194.100", "callerldentity”:
“kk_31", "sendingAccountld™:
"494676064465", "messageld”:
"0110019a96b1586f-eBdedf68-9a72-
4062-9aad-22373bde657c-000000",

“Hactinatinn

Figure 14: SNS Notification Messages in Odoo Email.

4.6 Add Unsubscribe link in every outgoing email using a secure token.

Each outgoing email automatically includes an unsubscribe link containing a

secure token.

When a recipient clicks the link:

o

o

blacklist.

The system verifies the token.

They are taken to a custom Odoo controller.

The partner is marked as unsubscribed or added to a

Future emails to the recipient are blocked.
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My Company Quotation (Ref SO0004) irbox

1SES.COM

tome «

N - 500004 - KK
Accept & Sign Quotation
_ CHF 15.00

Hello,

Your quotation S00004 amounting in CHF 15.00 is ready for review.

Do not hesitate to contact us if you have any questions.

Administrator

[ﬁ" you no longer wish to receive emails, click here to unsubscribe. \

Figure 15: Unsubscribe Link.

You’re Unsubscribed

You will no longer receive emails from us.

Figure 16: Unsubscribe Page.

4.7 Resubscribe partners to allow future communication.

A Re-subscribe button is added to the Partner form in Odoo.

Navigate to Contacts — Open Contact form — Click on Re-Subscribe

Email Button.
When clicked:
o The partneris removed from the blacklist.

o Theycanreceive emails again.
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& A* @ MyCompany ‘Lm

Contacts Sal
Ne | Test Customer & $ 7

===] v s avw

© Person  Company
T Test Customer Administrator
KK — Test Customer (Name
= 0 G
«

Administrator
Company Job Position ftan) om — Kk389656@gmail.com (Ema
Address stree 1 TaxID” u Administral d
Kk9896561@gmail.com — ftank7991@gmail.com ([Email
Website n Administrator M
828223 " Bihar (IN} Tag: Kkk889656@gmail.com — kk3896561@gmail.com (Emai

Email Blacklisted
n Administraton 1o 7 215 B
kanh com — kk8896S6@gmail.com (Email

s.com — kanhalyakr@pitsolutions.com (Email

Add Contact

om — Kanhaiyakr@pitselutions.com (£

om — testers.glb@gmail.com (Emai

com = kanhaiya kr@pitsolutions.com (Emo

Figure 17: Resubscribe Button.

4.8 Disable AWS SES Configuration

The AWS Configuration can be disabled by clicking on the radio button showing
Active. The disabled AWS configuration will get archived and will be removed from
the list view. To access it again we must filter the archived records.

82 AWS SES Configuration ~ AWS SES Configuration  AWS SNS Message o' @ MyCompany A,
mAWS SES Configuration @& Q - 1141 < >
Name Active

Figure 18: Disable AWS SES Configuration.
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5. Technical Requirements & Compatibility

e Technical Requirements:

o Required Odoo modules: Mail, Contacts (must be installed and
enabled).

e Compatibility:

o Compatible with Odoo Community Edition and Odoo Enterprise
Edition v19.0.

6. Change Log/ Release Notes
e Version 1.0.0 - March 2026

o Initial release.

7.  Support

If you have questions, use our contact form at webshopextension.com or email at

support@webshopextension.com.
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