W@fldune | flx Payment Services E PIT Solutions

Software - Web - Mabile

USER GUIDE
SAFERPAY PLUGIN

WOOCOMMERCE

Status Released

Author: PIT Solutions and SIX Payment Services
Document date: 14 December 2020

Classification: Public

Version: 1.0.3

© SIX Payment Services V1.0.3 1|34



W@fldu.nﬁ ‘ flx Payment Services E PIT Solutions

Software - Web - Mabile

ABOUT DOCUMENT uuuttiiiiiittiiiiiiteeiniiieeisisntesisissessisssseessssssessssssssessssssssesssssssessssssssnessssssnes 3
ABOUT SAFERPAY ettt nsssessnssnessssssssesssssssssssssssssessssssssssssssssnessssssnes 4
ABOUT WORDPRESS PLUGIN ...uuiiiiitiiiitiieininnininnsniecssssssssssssssssssnessssssssssssssssees 5
REQUIRMENTS ..ttt csssssssssssss s sssn s ssssssnsssssssnssssssssnesssssnns 6
L S I I I I T 6
CONFIGURATION uuiiiiiiiiiiiniiiiiiiinineiisiiessssnessssssesssssssessssssssesssssseeisssssesssssssssssssssssenes 10
PAYMENT METHOD SPECIFIC CONFIGURATION ....iiiiiiiiiiintieinsnneinnesnnesnnne, 15
SAFERPAY FEATURES.....iiitiittiintttinttcnnieesnninne e ssssssesssssssessssssssesssssssessssssssnsses 24
DESIGN CUSTOMIZATION. ..ottt 24
ORDER MANAGEMENT ..ottt ssssssssssssssssssssesssssssssssssssssenas 25
CAPTURE PAYMENT ..ottt s s s s er s e 26
CANCEL PAYMENT ..ot st s s s sa e b b s e 26
REFUND PAYMENT ..ottt s 29
ALIAS MANAGER ..ottt sttt 32
ERROR LOGS ... st s st a b s b st 34

© SIX Payment Services V1.0.3 2|34



W(Drldunﬁ ’ flx Payment Services E PIT Solutions

Software - Web - Mabile

ABOUT DOCUMENT

Version No. Prepared by Version Changes
V1.0.0 Sherin Mathew & Prepared initial document 18.08.2020
Aswathy PG , PIT version

Solutions Pvt Ltd

V1.0.1 Hakkim P Ahammed, PIT | Reviewed and updated 19-08-2020
Solutions Pvt Ltd

V1.0.2 Preethi S, Hakkim P Updated with new features 28-10-2020
Ahammed & Aswathy PG | 3DS popup for iFrame and

, PIT Solutions Pvt Ltd hosted fields, iDeal Pre-
selection for bank account, My
Account Add card section
modification, CVC modification

for saved cards.

V1.0.3 Hakkim P Ahammed & 14-12-2020
Aswathy PG , PIT WordPress compatible version
Solutions Pvt Ltd updated

© SIX Payment Services V1.0.3 3|34



W@l'ldun,e ‘ f I x Payment Services E PIT Solutions

Software - Web - Mobile

Saferpay is the easy, flexible, secure and the comprehensive e-payment solution from

SIX Payment Services for easier and more secure payment in your online shop.

Worldline is European market leader in payment technology. More than 11,000
payment experts ensure future-oriented innovations and services in over 30 countries.
With 45 years of experience, Worldline is an innovative pan-European company that
covers the entire value chain of cashless payment transactions with its highly secure

payment and transaction services.

SIX Payment Services has been part of Worldline since the end of 2018, making it
Europe's largest technology partner for banks and merchants. The tailor-made solutions
from SIX Payment Services include a broad portfolio of payment terminals and the
acceptance and processing of national and international payments with credit, debit and

prepaid cards as well as the smartphone.

© SIX Payment Services V1.0.3 4134
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This plugin is implemented to integrate Saferpay Payment methods in Woocommerce.
It supports the following payment methods of Saferpay to work with WooCommerce

plugin.

VISA
MASTERCARD
MAESTRO
AMERICAN EXPRESS
BANCONTACT
DINERS/DISCOVER
JCB
BONUS CARD
SEPA ELV

. MYONE

. MASTERPASS

. UNIONPAY

. PAYPAL

. TWINT

. PAYDIREKT

. IDEAL

. EPRZELEWY

. POSTFINANCE CARD

. POSTFINANCE EFINANCE

. APPLEPAY

. CREDIT CARD (SAFERPAY FIELDS)

© © N o g B~ w D
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This plugin supports all the features of online payment methods like payment capturing,
refunding & cancellation. All these payment operations are done in the WooCommerce

backend & will be synced to Saferpay account also.

© SIX Payment Services V1.0.3 5|34
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REQUIRMENTS

To install and configure Saferpay plugin in WordPress, the following is required:

e WordPress (5.0 to 5.4.4) and WooCommerce (tested 3.9 to 4.0.1) plugin.

e License for the Saferpay.

e Avalid Saferpay account with at least one active Saferpay terminal through

which payments can be carried out.

e API credentials like Terminal ID, Customer ID, JSON Username and JSON

Password for the Saferpay Live- and/or Test environment.

¢ \alid acceptance agreement for payment methods.

INSTALLATION

To install Saferpay Plugin, follow the steps below.

Step 1: Download Saferpay plugin ZIP package.

Step 2: Go to WordPress admin dashboard and visit Plugins » Add New. After that,

click on the ‘Upload Plugin’ button on top of the page.

3] Media

Il Pages

¥ Comments

u WooCommerce

ﬁ Products

il Analytics

¥ Appearance
K¢ Plugins &

Installed Plugins
Add New
Plugin Editor

% Users

© SIX Payment Services
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Step 3: Then a plugin upload form will appear. Here you need to click on the ‘Choose

File’ button and select the plugin file you downloaded earlier.
Step 4: After you have selected the file, you need to click on the ‘Install Now’ button.

WordPress will now upload the plugin file from your computer and install it for you.

You will see a success message after the installation is finished.

Add Plugins

If you have a plugin in a .zip format, you may install it by uploading it here.

Choose File | Mo file chosen

Step 5: Once installed, you need to click on the Activate Plugin link to start using the plugin.

Installing Plugin from uploaded file: saferpay woocommerce gateway.zip

Il Pages Unpacking the package...

P Comments Installing the plugin...

Plugin installed successfully.

m WooCommerce

- Activate Plugin Return to Plugin Installer
& Products

Manual installation via FTP

In rare cases, your wordpress hosting provider may have file restrictions that could
prevent you to install a plugin from the admin area. In this situation, best way is to

install the plugin manually using FTP.

First you will need to download the plugin’s source as zip file. Next, you need to extract
the zip file on your computer.Open the FTP client on your computer and connect to
your website using the login credentials provided by your web host. Once connected,
you need to go to the /wp-content/plugins/ folder on your website, and then upload the

extracted plugin folder to that path.

© SIX Payment Services V1.0.3 7134
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After uploading the files, you need to visit the WordPress admin area and click on

the Plugins link in the admin menu. You’ll see saferpay plugin successfully installed on
the plugins page. You need to click on the Activate link below the plugin to start using
it.

Version 1.7.2 | By Matt Mullenweq | View details

£ Marketing

[:] Saferpay Woocommerce Gateway — Saferpay Woocommerce Gateway
T et o ol
Appearance Activate Delete Version 3.0.5 | By PFITSOLUTIONS | Visit plugin site

After successfully installing the plugin, you can either enable test mode or live mode
Test mode configuration

We need to enter the provided test credentials into Saferpay settings:

Menu — Settings —Saferpay Settings

Initially, enable test mode and we need to enter the provided test credentials into

Saferpay settings:

Required Data:
e Test-Customer ID
e Test-Terminal ID (eCommerce Terminal).
e Test JSON API username.

e Test JSON API password.

© SIX Payment Services V1.0.3
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@ Products Saferpay Basics

il Analytics

Enable Test mode () Test Mode
Place the payment gateway in test mode to using test APl keys.
¥ Appearance
A& Plugins Saferpay License @[ Saferpay Business v I
& Users Choose your license.
# Tools . )
Test APl Base URL | https://test.saferpay.com |
B Settings ; e ;
The test AP base url given by the Saferpay.
General
Test Customer ID @ 24000 |
Get your test customer id as given by the Saferpay.
Test Terminal ID 17000 |

4 Jhe test terminal id as gz've.f} by the Saferpay.

Test JSON Username ‘ 5 DA3I_24:<>:.\:><_1 2730000 |
The test JSON username g['fen by the Saferpay.

Test JSON API Password CﬁD |

Tha tact IS ADI nacoumnrd ac niven b Cafornae

Live mode configuration

Switch to Saferpay Operation mode to live & we need to enter the provided test credentials into

Saferpay settings:
The following data is required

e Live-Customer ID
e Live-Terminal ID
e Live JSON API username
e Live JSON API password

© SIX Payment Services V1.0.3 9|34



W(Drldun,e ‘ -/- I x Payment Services E PIT Solutions

Software - Web - Mabile

A earance . . . .
e 1. Change operation mode to “Live mode

K¢ Plugins (6 Live APl Base URL | https://www.saferpay.co |

The live APl base url given by the Saferpay.

& Users

# Tools Live Customer ID 2. | 243006 |

(11] Settings Get your live customer id frﬁm Saferpay backend.

General [ ]
Live Terminal ID 3 | 170000 |

Get your terminal id from Saferpay backend. Transactions > Payment.

Live JSON Username API_2dooo 12700 |

2|
Get your live ISON username from Saferpay backend. Administration > JSON API,

, Live JSON API password 5. | |
Saferpay Settings Get your live JSON API password in Saferpay. Administration > JSON API.

CONFIGURATION

Saferpay Plugin configuration includes two section
1. Saferpay general settings

2. Payment method specific settings

SAFERPAY GENERAL SETTINGS

Configure general Saferpay settings from Menu — Settings —Saferpay Settings
The following configurations are available in Saferpay basic settings

1. Enable Test Mode: It defines the Saferpay Operation mode. If it is enabled, it
allows the payment gateway to work in test mode by using test API keys

otherwise it will work as live mode. By default, test mode is enabled.

2. Saferpay Licence: Choose the Saferpay licence you own. Saferpay has two

licenses:

e Saferpay eCommerce
e Saferpay Business
In case you have Saferpay Business without the corresponding license, the API

will throw an error.

© SIX Payment Services V1.0.3 10|34
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3. Test APl Base URL.: These fields already have default values of API base URL .

EQ: https://test.saferpay.com/api. Note: Recommended not to change it in

ideal case. Changes applicable only if there is an update in base test url from

saferpay side.

4. Test Customer ID: Enter your test customer id given by Saferpay while creating

a partner account in Saferpay.
5. Test Terminal ID: Enter your test terminal id given by the Saferpay.
6. Test JSON Username: Enter test JSON username given by the Saferpay

7. Test JSON API Password: Enter test JSON API password given by Saferpay.
To get JSON API username and password you have to login to Saferpay
management interface and go to Settings -> JSON API basic authentication.
Please refer  https://www.six-payment-services.com/en/site/e-commerce-
developer/integration.html for more information.

8. E-Mails: Saferpay will send an email to the address specified in this field. You
can add multiple emails separated by a comma.

9. Check Extra Level of Authentication: Recommended for high risk businesses
(Jewellery, Electronics, etc.) to stick to the highest level of security. Else you
can have it as “No, I don’t want extra level of authentication.”

10. Liability Shift Behavior: This field determines how to handle the transactions if
a fraudulent card is used on the website. When we use this functionality, the
liability shifts to the authorizing bank and the store owner receives no claim for

any chargeback. It has two options:

e Option A:” If no liability shift has been granted transaction will be on-
hold, merchant can capture or cancel transaction”. Here order placed via
fraudulent card will be on-hold and merchant can capture or cancel
transaction accordingly.

e Option B: If no liability shift has been granted transactions will be auto
cancelled. Here order placed via fraudulent card will be cancelled.

© SIX Payment Services V1.0.3 11134
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11. Payment Page CSS URL: Enter a valid CSS URL which is included in the
payment page. This file must be hosted on an SSL/TLS secured web server (the
URL must start with https://) Example: https://merchanthost/merchant.css.

Refer https://saferpay.github.io/sndbx/CssiFrame.html for more details.

12. Description of the order: A human readable description provided by the

merchant that will be displayed in Payment Page.

13. Payment Page Configuration Name: Here you can define the payment page
configuration name. The configuration can be created from Saferpay Back office
(‘Settings > PaymentPage Configuration’). If the configuration is not found by in
Saferpay (setting / backoffice)?; the default configuration will be used.

14. If you are using live mode enter Live Customer ID, Live Terminal ID, Live
JSON Username and Live JSON API password given by Saferpay while
creating a partner account in Saferpay. To get access information for live
environment you have to request an offer here. To get access information to test
account please follow this link.

15. Payment Page Theme: Choose the theme to customize the appearance of
Saferpay payment pages. As per default a lightweight responsive styling will be
applied. Three type of settings are available :

a. Default light weight responsive theme
b. Six
c. No Theme

16. Allow save card in user profile: This allows merchant to enable/disable save
card option in user profile. If it is enabled, allows your customer to save the
credit card information in ‘My account’ and to reuse the saved information for

future payments.

© SIX Payment Services V1.0.3 12134
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17. Is User required to re-enter his CVC, when using a saved card: If we choose
“Yes,Re-enter CVC ““ user will be prompted to enter CVC again during checkout
while using saved card for their transaction.

If “No need to re-enter CVC” chosen user will not be prompted to enter CVC

during checkout while using saved card for their transaction.

A\ Please do not browser back or refresh the
window.

Pay with a card

Card number
2000000000000 004

Valid until
11/2023

Card verification code *

Screenshot: User prompted to enter CVC again during checkout when

“Yes,Re-enter CVC “option selected in Saferpay Settings

18. My account add card template: Here we can choose templates for adding
card details in my account Saved Cards section for users. Four sample templates

are available.

© SIX Payment Services V1.0.3 13134
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Hou

[ ] + New FEE

WordPress 5.5 is available! Please notify the site administrator.

Saferpay Settings

Saferpay Basics

¥ Comments
Enable Test mode (¥ Test Mode

B woocommerce Flace the payment gateway in test mode to using test AP keys.

Produ B . . ]
Saferpay License ‘ Saferpay Business v |

Analyti Choose your license.
Appea

Appea Test API Base URL | htps:testsaferpay.cor |

The test APl base url given by the Saferpay.

est Customer ID | 27112 |
Get your test customer id as given by the Saferpay.

T Test Terminal ID | 17955047 |
Readling The test terminal i as given by the Saferpay.
Discussion
_— Test JSON Usemame | APL247113_1572979¢ |

The test JSON username given by the Saferpay.
Permalinks
Privacy

Test JSON APl Password | Preethisasankanalid |
The test JISON APl password as given by Saferpay.

E-Mals | sherinmw@pitsolution |

¥ Saferpay Admin Settings < Saferp X | W WeoCommerce settings < Seferp: X ) SaferpayAdmin Settings < Safery X l=l@] = |

(«]

& sfwp.displaymenetiup-admin/options-general php?page=saferpay-setting-admin

Test JSON API Password Preethisasankanal 14

The test JSON APY password as given by Saferpay.

E-Mails | sherinmwapitsolution

Media Saferpay will send an el to this address. Yow can add multiple emails separated by @ comma.
Pages
Check extra level of | Mo, I don't want extra level of authentication. v

Comn

[llithentication Recommended for high risk businesses (ewellery, Electronics, etc,) to stick to the highest level of security.

WooCommerce

Product Liability Shift Behavior | 1% o Liability Shift has been granted transactions will be aut v
roducts

Make transactions with liability shift(30 secure). Behavior should override general capture behavior, if NO Liability Shift s given.

Payment Page C55 URL | nttpssrsnop saterpay.er |
You can define fere a CSS URL which is included in the payment page. The CSS can enly b used, when it is hosted on @ server which has SSL enabled.

Description of the order ‘ Your order description

P
The order description (s shown to the customer on the payment page Use (id) to show order Id. The descristion shiould describe the products that are sold.
General

Payment Page Configuration | |
Name

Writing
Yot can define the paymentpage configuration name. You can ereate new configuration in the backend of Saferpay. If the configuration & not found by

Reading
- Saferpay, the defaclt configuration i used.

Live API Base URL | |
The live API base usl given by the Saferpay.

Live Customer ID | |

Get your live customer id from Saferpay backend.

Live Terminal ID | | -

© SIX Payment Services V1.0.3 14134
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Live Customer ID | |

B wooCommerce Get your live customer id from Saferpay backend.
& Products

I Live Terminal ID |
al Analytics

Get your terminal id from Saferpay backend, Transastions > Payment.

A Appearance

o Live JSON Username |
Users N
- Get your live SSON usemnarme from Saferpay backend, Administration > JSON APL.

Live JSON API password |
Get your live JSON APl password in Saferpay. Administration > JSON APL

Payment Page Theme | Default lightweight responsive theme v

The backend of Saferpay allows the definition of payment page configurations. This fleld contains the name of such a configuraiton name. The configeration
ailows the detailed control over the layout of the payrment page.

Allow save card inuser profile | Ves v |

This allows merchant to enable/disable save card option in user profile.

Is User required to re-enter his

ngrzee [ CVC, when using a saved card [ ves. Re-enser cve

Uplozd File

52 wi —

L5, WP My account add card template | Samplel v

@ WP Security

Q Translations

Q WeML

© Collapse menu Thank you for creating with WordPress Lzt 842

SAFERPAY BASICS SETTINGS

PAYMENT METHOD SPECIFIC CONFIGURATION

Individual payment methods which comes under Saferpay plugin can be configured

from
WordPress back-end under Menu WooCommerce — Settings — Payments.

Not all payment will be in your contract so be careful while enabling payment methods.

© SIX Payment Services V1.0.3 15|34
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# saferpay test instance EiS Howdy, svadmin

@ Dashboard

A Posts

0y Media

@ Pages General || Products  Shipping | Payments | Accounts & Privacy  Emails | Advanced

C its
/ Coma Payment methods

Installed payment methods are listed! below and can be sorted to control their display order on the frontend.

Method Enabled  Description

~  Direct bank transfer D Take payments in person via BACS. More commonly known as direct bank/wire setup
transfer

A v Check payments D Take payments in person via checks. This offline gateway can also be useful to Setup

test purchases.

ftilingual A~ Cashon delivery ) Have your customers pay with cash (or by other means) upon delivery. Setup
@ Products

A~ PayPal ) PayPal Standard redirects customers to PayPal to enter their payment Setup
il Analytics

information

M Appearance

A~ Saferpay Maestro - Maestro Pay with Maestro over the interface of Saferpay.!lleerrr Manage
K Plugins @

Users A~ Saferpay American Express — American Express English Pay with over the interface of Saferpay. Manage

.
-
# Tools

a 88

A v Saferpay VISA - VISA test Pay with VISA over the interface of Saferpa:

Settings 1 Manage

LIST OF PAYMENT METHODS

Settings of each installed payment methods can be easily configured by clicking

Manage button.

a
& Dashboard payments =
Stock
A Posts
0 Media
@ Pages General || Products  Shipping | Payments [ Accounts &Privacy ~ Emails  Advanced
Comments
’ Payment methods
Installed payment methads are listed below and can be sorted to control their display order on the frontend.
Method Enabled  Description
~  Direct bank transfer D Take payments in person via BACS. More commenly known as direct bank/wire Setup
transfer
A Check payments ) Take payments in person via checks. This offline gateway can also be useful to setup
test purchases.
A ™ Cash on delivery D Have your customers pay with cash (or by other means) upon delivery. setup
@ Products
A~ PayPal D) PayPal Standard redirects customers to PayPal to enter their payment Setup
l Analytics
information
7 )
Appearance
A v Saferpay Maestro - Maestro @ Pay with Maestro over the interface of Saferpay.Meerrr Manage
Plugins (& L
= 4
Users A v Saferpay American Express — American Express English o Pay with over the interface of Saferpay. Manage
Tools
A v Saferpay VISA - VISA test @  Pay with VISA over the interface of Saferpay. 1 Manage

Settings

PAYMENT SETTINGS

© SIX Payment Services V1.0.3 16|34
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Saferpay payment method specific configuration are explained in detail below:

1.

10.

Enable/Disable: Here you can set the visibility of installed payment method
during checkout.

Title: Here you can set title of payment method which is displayed in shop
during checkout.

Description: Here you can set a description of payment method which is
displayed in shop during checkout.

Minimal Order Total: Here you can set availability of payment method
according to minimal order total. If it is set to zero payment method will be
always available during checkout irrespective of order total.

Maximal Order Total: Here you can set availability of payment method
according to maximal order total. If it is set to zero payment method will be
always available during checkout.

Allowed Countries: If you wish to accept payment from specific countries, you
can select the countries. Multiple countries can be selected by Press Ctrl key. If
there is no specification leave it.

Allowed currency: Choose the currencies that can be processed with this
payment. Select allowed currency if any specification else leave it.

Customer Address: Here you can set customer address sent to Saferpay

If it is set to No, Customer address won’t be sent to Saferpay. If it is set to Send
delivery address, Customer delivery address would be sent to Saferpay. If it is
set to Send billing address, Customer billing address would be sent to Saferpay.
If it is set to Send both shipping and billing address, Customer’s both billing
and shipping address would be sent to Saferpay.

Pre-Authorizations: It extends the validity of an authorization up to 30 days. If it
is set to YES, Only Manual Capture option will be possible under Capturing
settings.

Customer Confirmation Email: Here you can set whether Saferpay send
confirmation email to customer. It is only applicable if the customer is redirected

to Saferpay.

© SIX Payment Services V1.0.3
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11. Card Form — Holder Name: If it is set to None, Saferpay should not display a
field requesting the card holder name in payment interface. If it is set to
mandatory, Saferpay should display a field requesting the card holder name in
payment interface.

12. Capturing: Here you can set capturing mode. If it is set as Manual Capture
amount is only reserved and you should capture it manually through WordPress
back-end. If it is set as Auto Capture amount is captured automatically.

13. Authorization Method: Here you can set authorization method used for payment
processing. Two options are available under these settings.

a.Payment page — During the order processing the user will be redirected
from the WooCommerce shop to the Saferpay payment gateway
interface to process the payment. On successful completion of the
payment the user will be redirected back to the WooCommerce shop.
The Saferpay Payment Page Interface is intended for a simplified and
universal integration of the payment process by using the PaymentPage
form. The Saferpay PaymentPage can be used both with a Saferpay
eCommerce license and with a Saferpay business license. All Saferpay
supported payment methods can be processes with the Payment Page
Interface.

b.Transaction Interface (Widget Authorization) - During the order
processing the user is served with Saferpay payment forms in a pop up
within the WooCommerce shop. The Transaction Interface is an
extension to PaymentPage Interface. It offers the Hosted Entry Form
(HEF) to process card payments seamlessly. This interface can also be
used in combination with Secure Card Data to store/tokenize payment
data during the payment process. The Transaction Interface is only for

holders of a business licence on the live system.

© SIX Payment Services V1.0.3 18134
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/A Please do not browser back or refresh the
window.

Pay with a card

Card number *

This Input s required

Yalid until #

Owner name*

Card verification code

3DS pop up displayed during Checkout

14.1s Save Card Available? Here admin can set Active or Inactive status. By
enabling this, the customer can register cards and use it for future payments.
Card details will be stored in Saferpay. This option is available only for Widget
Authorisation method. Once you have configured Saferpay payment method,
review all the settings carefully. If everything is fine, click Save changes button.

© SIX Payment Services V1.0.3 19|34
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AV Saferpay Admin Settings « Saferr X AT WaoCammerce settings < Saferp X (¥ Saferpay Admin Settings « Saferp X |+
& C & sfap.displayme.net/wp-admin/admin.php?page =wc-settings&tab = checkout&section = spgw_m aestro T f?

+ New EEn

a
WooCommerce / Settings / Payments [~ =]
Inbox Orders stock Reviews
Help 7
1M Page: General | Products  Shippingl | Payments | Accounts & Privacy  Emails  Integration = Advanced
Comment

» Saferpay Maestro =
o Pay with Maestro over the interface of Saferpay.

Enable/Disable (¥) Enable Maestro

ER Maestro

This eontrols the title which the user sees during checkout.
e English translations
Extensions
e Description Pay with Maestro over the interface of Saferpay.
WooCommerce
Multiingual
V|

@ Products This controls the description which the user sees during checkout.
sl Analytics S8 English translations
M Appearance
. Minimal Order Total 5
& Us
F Todls Set here the minimal order total for which this payment method is available. if it is set to zero, it s always available.
Settings

Maximal Order Total ‘ o ‘ .

WV Saferpay Admin Settings « Saferp. X i{li WooCormmerce settings  Saferp: X {{W Saferpay Admin Settings « Saferp x\ aF
& C @& sfwp.displaymenetfvp-admin/adminphp?page=wc-settings&itab = checkoutSsection = spgw_m aestro t  f?

4+ New ¥ Eng

WooCommerce / Settings / Payments

YT — Inbox Orders Stock Reviews
L )

Set here the minimal order total for which this payment method (s available, Iif it (s set to zero, it (s always available.

hoard

Orders (111

Coupons Maximal Order Total g

Set fere the maximal order total for which this payment method is available. If it s set to zero, it is always available.

Allowed countries Select
Aland Tslands
Afghanistan
Albania

Algeria
Arneican Samoa

Extensions
WooCommerce
Multilingual

@ Products Andorra
Angols
il Analytics Anguilla
Antarctica -

A Appearance Select payment allowed countries if any spevification else leave it free

Users

Allowed currency Select
Swiss franc (CHF)

Eura (EUR)

Pound sterling (GBP)
United States collar (USD)

tings

B2, wp Mail

WP Security

Select altowed currency if any specification else leave it free
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¥ Seferpay Admin Settings « Saferp X ¥ WaoCommerce setfings ¢ Soferp X \Q) Ssferpay Admin Seftings « Saferp. X |+ =@ = |
< C @ sfap.displayme.netfwp-admin/admin.php?page =wc-settings&tab = checkout&isection=spgw_maestro Yt f? \m & » O

nglish @

WooCommerce / Settings / Payments

WooCommerce

Customer Address Serd billing address v ‘
Dashboard
o Should the customer address be sent to Seferpay?
ord
pon:
custom Pre-Authorizations | ves v
i It extends the validity of an Guthorézation to up to 30 days.
Setting:
Statl Capturing ‘ Manual Capture ~ ‘
Extensi
Should the amount be captured automaticatly after the order or should the amount only be reserved and capture manually ?
WooCommerce
Multilingual
@remrr canfmefen anel) ‘ “es - ‘
@ Products
I Should Saferpay send a confirmation emal to the customer. fAvailable only if the customer is redirected to Saferpay.)
il Analytics
& Appearance Card Form - Holder Name ‘ Mandatory v ‘
& Users Should Saferpay display a field requesting the card holder name on their page?
& Tools
Settings Authorization Method ‘ Widget Authorization v ‘
52 WP Mail M Select the authorization method to tse for processing this payment method.
@ WP Security
Is Save Card Available? ‘ Active v ‘

The alias manager allows the customer to seiect fiom a credit card previously stored, The sensitive data is stored by Saferpay.

Hosted Field Settings (Saferpay Credit Card)

Other than general settings some additional settings need to be configured to use

Saferpay credit card/Saferpay fields:
1. Saferpay Fields Access Token: Enter API Key generated from Saferpay back office.
2. Source URL(s)

You can get 1 and 2 from Saferpay Back office. After login navigate to Settings >

Saferpay Fields Access Tokens.
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ATV Soferpay Admin Settings « Soferp. X | ¥ WooCammerce settings « Saferp: X |\ Saferpay Admin Settings « Saferr X W Soferpay Backoffice | Saferpay Fie X =+ l=l@] = |
ra C @ testsaferpay.com/BO/Settings FieldsApiKey LS B ) e :

Batch Processing | Transactions | RiskManagement | SecureCardData | Secure PayGate Online Support

I sattings

Settings Saferpay Fields Access Tokens
Processing
Motifications Customer ID: 247112

Fayment Means / Terminals

Transaction Paints Summary o Note: You can create up to 10 Saferpay Fields Access Tokens

JSON AP| basic authentication

Saferpay Fields Access Tokens

PEyment Pageconmguraten ) APIkey Terminal  Greatadby  Greation Date
1P permissions (] ® testing hosted fields 17955047 e247112002 200220201241  Details
APl key Becs2ccl -aadc -48e9-33dd -besh280182c6

SowceURLES) hitps://sTup. displayme. net/notify/

Setup and integration

saferpayFields. init({

ur[: *https://test.saferpay.cam/Fields/247112" ]
; o .

i

/1 store payment means data
saferpayFields. submit({
onsuccess: function(ewt) {
/7 trigger Server2Server call with evt.token

}
1
[ ® wptesthosted-ficlds 17955047 e247112002 141120191039 Details
AP key 4ce23636-35¢7-443h -90bb -1e95f2a2¢c36

SowrceURLES) hitps://sfup. displayme. net/

Css URL(s): You can define here a CSS URL. The CSS can only be used, when it is
hosted on a server which has SSL enabled. Refer

https://saferpay.github.io/sndbx/CssiFrame.html#css-usecss for detailed information

JS-Library-URL: Here enter JS library URL.

Credit Card Theme: Here user can able to choose four sample template for credit card
payment.

During the order processing the user is served with Saferpay payment forms in a pop up
within the WooCommerce shop.

© SIX Payment Services V1.0.3
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nstance BB =+ Mew F= English @

.

WooCommerce [/ Settings / Payments ﬁ
Inbox o
| Belarusian ruble (BYMN)
SAFERPAY CREDIT CARD clian dollar (CAD) hd
ADDITIONAL SETTINGS l{owed currency f Gny specification else (eave it free

W Pages

B Commer Eateipavblelcbliceeaickan ‘ 4¢e23636-35¢7-443b-90bb-1e95F222¢c36 ‘

You can create this from Saferpay Backoffice. After (ogin navigate to Settings > Saferpay Fields Access Tokens.

Source URL(z) ‘ https:/ftest.saferpay.com, Fields/247112 ‘

You can create this from Saferpay Backoffice. After login navigate to Settings » Saferpay Fields Access Tokens.

e
JS-Library-URL

‘ https:fftest saferpay.corn Fields/lib/1. 2 fsaferp ay-fields s ‘

——
Css URL(s) ‘ ‘

You can deftne fiere a CSS URL The CS5 can only be used. when it s fosted on a server which has S5L enabled.

Allowed payment methods Select
Misa
MasterCard
Maestro
American Express
Dirers Club
Bancontact
JCB

Select allowed payment methods if any specification else (eave it free

American Express
Diners Club
Bancontact

ICB

SAFERPAY CREDIT CARD
ADDITIONAL SETTINGS

Celect allowed payinent methods if any specification else leave it free

Customer Address ‘ Send both billing and shipping v |

Should the customer address be sent to Saferpay?
Multilingual

e Products Capturing ‘ Auto Capture ~ |

all Anatytics Should the amount be captured automatically after the order or should the ampount only be reserved and capture manuaily 7

Authorization Method ‘ Widget Authorization v |

Credit Card Theme ‘ Sample 1

v |

The backend of Saferpay allows the definition of credtt card configurattons. This field contatns the name of such a conftguraiton nam
allows the detatled control over the layout of the credit card field.

Other than general settings, additional settings such as account details are available for Saferpay
iDeal payment method. Here admin able to add /remove bank account.

Admin able to pre select bank account that should be displayed during checkout

© SIX Payment Services V1.0.3 23134



W(Drldun,e ‘ -/- I x Payment Services E PIT Solutions

Software - Web - Mabile

<« C & sfwp.displayme.netinp-admin/admin.phplpage=wc-settings&tab= checkout&section =spgw_iceal * f? @e 0

+ Mew ¥ English @

VooCommerce / Settings / Payments

Inbox k Review
® Comments
Select allowed currency if any spevification else leave it free
w WooCommerce
Dashboard
Customer Address ‘ Send both billing and shipping v |
Should the customer address be sent to Saferpay?
Coupo
Customers
Eo— Customer confirmation email ‘ Yes o |
Settings Should Saferpay send a confirmation email to the customer. (Available only if the customer is redirected to Saferpay.)
Account details: Bank name TssserlD) Pre Selectar
WooCommerce
Multilingual Test Bank 1 0091
@ Products Test Bank 2 0092 ®
al An
+ Add account ” Remove selected accountis)
A Appearance
o Users
& Tools

SAFERPAY FEATURES

DESIGN CUSTOMIZATION

If you want to customize the default design of Saferpay interface, Saferpay provides the

following options:
1. CSS-Styling: The CSS styling-options can be used over following methods.
e Payment page
e Transaction Interface

e Alias Insert

Note: The CSS file that is referenced by the CssUrl parameter must be stored

on a web server that supports HTTPS.
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Refer https://saferpay.qithub.io/sndbx/CssiFrame.html#css-usecss for

detailed information.

2. Theme: This parameter let you customize the appearance of the displayed
payment pages. By default default a lightweight responsive styling will be
enabled. If you don't want any styling please choose 'NONE'.

3. Payment Page Configuration: You can create different PP configurations to be
applied over Transaction initialize and PaymentPage Initialize. The
configuration itself can be created inside the Saferpay Backend under “Settings >

Payment Page Configuration”.

Note: If a custom CSS is provided, any design related settings set in the payment

page configuration will be overwritten and the default design will be used.

Orders done by customers are displayed under WooCommerce — Orders. Here you can
view the list of all orders available.

. = A o
Woocommerce / orders i B 8 @

Inbox Orders Stock Reviews Notices

Screen Options ¥ Help ™

Orders  Add order

All (1,605) | Processing (522) | On hold (338) | Completed (5) | Cancelled (416) | Refunded (203) | Failed (121) Search orders

W  Bulk Actions E| Apply | All dates E| Show all currencies E| v | Fiter 1605 items 1 ofsl > »
- Order Date Status Total
#6493 Madhav Test - 2 hours ago on hold CHF18.00
#6491 Madhav Test ~«  2hours age Cancelled CHF18.00
#6485 Madhav Test - 4 hours ago Processin g CHF45.00
#6482 Madhav Test - 4 hours ago Cancelled CHF45.00
ﬁ TAlEE #6379 Madhav Test - Dec 13, 2019 on hold CHF55.00
il Analytics
#6376 Madhav Test - Dec 13, 2019 Cancelled CHF55.00
» Appearance
, #6374 Madhav Test +  Decl3 2019 Cancelled CHF55.00
% Plugins @
& Users
#6337 Madhav Test - Dec 12, 2019 On hold CHF55.00
& Tools
Settings #6301 Dinner Test - Dec 11, 2019 Processing CHF45.00
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Each order details can be viewed by clicking on Order. Here you can see order details

Under each order, transaction details are displayed in transaction tab

; A saferpaytestinstance <7 B =+ New

WooCommerce / Orders / Edit Order E.
Inbox
Transaction Tab a
Customer ID : [
Saferpay Token : rpmé&304y01hsizikgnpdéenwds
Saferpay Customer ID : 247112
Transaction Type : PAYMENT
Authorisation Method : ‘WidgetAuthorization
Live Mode : No
Language Code : en
Payment Method : spgw_visa
Authorization Amount : 18
Payment ID : d461hbASKZKOSAEZtERSbO3CSW5A
Currency Code : CHF
Acquirer Name : VISA Saferpay Test
Acquirer Reference : 52671009931
Six Transaction Reference : 0:0:3:d461hbASK2KOSAEZtEh3b0O3CSWSA
Approval Code : 207757
a PR saferpay Payment Method : VISA
Payment Details : 20000000000X0004
ul Analytics Saferpay Expiry Year : 2031
Saferpay Expiry Month : 2
Saferpay Card Country : DE
Saferpay Holder Name : sfs
Alias Registered : No
Liability Shift Status : Yes
Liable Entity : ThreeDs
3D5 Liability Shift Yes
DCC Status : Mo
- ) Transaction paid : No
&2 WP Mail SMTP Transaction authorized :  Yes
Active : Yes

TRANSACTION DETAILS

CAPTURE PAYMENT
In the payment configuration, if “Capturing” is set to “Auto Capture”, merchant don’t
need to do anything from WordPress backend. Payments will be captured automatically

by the system.

When the “Capturing” is set to “Manual Capture”, merchant will have the option to

Capture or Cancel transactions. If we click Capture, transaction will be captured.

CANCEL PAYMENT
Only authorized, but not captured orders can be cancelled. Cancellation of an order
prevents any future change from being made to it. If we click CANCEL, transaction

will be cancelled.
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[~
w Inbox
Transaction Tab ¥ i "
Customer ID : 3
Saferpay Token : rpmég04y01hsizikjnpdéewas L 4
Saferpay Customer 1D : 247112
Transaction Type : PAYMENT
Authorisation Method : ‘Widgetauthorization
Live Mode : No
Language Code : en
Payment Method : spgw_visa
Authorization Amount : 18
Payment 1D : d461hbASK2KOSAEZtER3DO3CSWSA
Currency Code : CHF
Acquirer Name : VISA Saferpay Test
Acquirer Reference : 52671009931
Six Transaction Reference : 0:0:3:d46 1hbABK2KOSAEZtEhSb03CSWSA
Approval Code : 207757
Saferpay Payment Method : VISA
Payment Details : 20000000000X0004
Saferpay Expiry Year : 2031
Saferpay Expiry Month : 2
Saferpay Card Country : DE
P Saferpay Holder Name :  sfs
Alias Registered : No
- Liability Shift Status : Yes
Liable Entity : ThreeDs
+ 3DS Liability Shift : Yes
DCC Status : Mo
- Transaction paid : No
~ Transaction authorized :  Yes
Active : Yes

Order Details Transaction Tab with Capture/CANCEL button

While clicking Capture button, capture confirmation pop up will be displayed. If we
click OK button, amount will be successfully captured and order status will be changed

to Processing.
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Edit Order « Orders « Saferpay test | X

(<) c @ © & stwp.dev.displaymenet/wp-admin/post.php?post=6493&action=edit B - YIn@® =

Do you wantte caplure now?

e ®m 3 c ‘ - P
TRANSACTION CAPTURE

You can see transaction status and date under history tab mentioned in order detail page.

Co 1ts WooCommerce / Orders / Edit Order [~ L_:; E] *
Inbox Orders Stock Reviews
B8 WooCommerce Saferpay Card Country :  DE
Saferpay Holder Name :  sfs
Alias Registered : No
Liability Shift Status : Yes
Liable Entity : ThreeDs
3D Liability Shift : ves
DCC Status : No
Transaction paid : ves
Transaction authorized :  Ves
Active : Ves
Capture Id : 4461 hbASK2ZKOSAEZIER3b03CSWS A
Captured Amount : 18
o History Tab .

# Transaction Status Transaction Date

1 INITIALIZE 2019-12-16 09:09:20
2 AUTHORIZED 2019-12-16 09:10:16
6 3 CAPTURED 2019-12-16 12:15:37
Us
-
Tools Downloadable product permissions @ N
tiny
Search for a downloadable product... Grant access
ail
3il Log Payment Gateway Response -
L pa—

«
[1FRRMEINITIALIZE] = Azzay
i

TRANSACTION STATUS UNDER HISTORY TAB
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Just like Saferpay transactions, you can also manage the Saferpay refund transactions.
Saferpay refund will only be available if transactions are captured properly. If
transactions are not captured click ‘Capture’ button available in transaction tab, then
only Saferpay refund button will be enabled. Manual refund buttons are available all the
time. Admin should have to do manual refund and update details in Saferpay back

office manually.
For Saferpay Refund do the steps mentioned below

1. Capture order from backend
2. Then click Refund button

@ @ safepaytestinstance © 7 P 0 4+ New -

. = . o
¥ Comments WooCommerce / Orders / Edit Order b B =] * &

B WooCommerce e Cupsso0 w1 crEsson payment was on-hold due to delzyed
capture,
Dashboard SKU: woo-bel :

Coupons
CHFO.0D

Reports

Addnote @
Settings
Status

Shipping: CHF0.00 £
Extes

Total: CHF55.00 Private note v Add
Woc

\merce
Multilingual

@ Products Refund © This order is no longer editable.

il Analytics ]

A Appearance Custom Fields .

K Plugins &
A Transaction Tab -
& Users
CustomerID : 6
# Tools
Saferpay Token ha26yxqibSma3hzyz79eisubp
Settings Saferpay Customer ID : 247112
Transaction Type : PAYMENT

[
% WP Mail SMTP Widgetauthorization

B4 WP Mail Log

Q WPML y

Authorization Amount :

© collapse menu Payment ID ; 4SpAIFA3pOjOUAY2UZIDKLIOEPA
do e

SAFERPAY REFUND

3. Click on items to be refunded. Refunded amount will be displayed.
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M Pages
B Comments
WooCommerce

Dashboard

Beanie
SKU:

Free shippir

Ttems:

@ Products

ul Analytics

# Appearance
K Plugins @

% Users
Cancel

Tools e
Settings

5% WP Mail SMTP Custom Fields

B3 WP Mail Lt
= Transaction Tab

(3 WPML
- Customer 1t

s / Edit Order

Click onitemto be
refunded

CHF18.00
18
L J

CHFD.00
Restock refunded items: VI
Amount already refunded: -CHF0.00
Refund amount displayed Total available to refund: CHF18.00

18.00

geason for refund (optional):

Refund CHF18.00 manually Refund CHF18.00 via Saferpay VISA

PIT Solutions

Software - Web - Mabile

Howdy, svadmin Il

Order status changed from Pending
payment to On hold

Stock levels reduced: Beanie (woo-
beanie) 4140

Payment was on-hold due to delayed

capture
Addnote @

4
Private note v | add

Note: Partial amount can also be refunded by entering amount in Refund amount field.

4. After that Click on button available for Refund via Saferpay. Confirmation pop

up will be displayed.

Products

Analytics

Appearance
Plugins (@ p—

Users

Tools
Custom Fields

Settings

WP Mail SMTP Transaction Tab

WP Mail Log Customer ID

Saferpay Token

) WPML

Saferpay Customer D :
Transaction Type :
Authorisation Method :

5.

sfwp.dev.displayme.net says

Are you sure you wish to process this refund? This action cannot be [~
undone. Inflox
| C- IR
CHF18.00 x 1 CHF18.00
1 18
. J
CHF0.00
Restock refunded items: v
Amount already refunded: ~CHF0.00
Total available to refund: CHF18.00
© Refund amount: | 18.00
@ Reason for refund (optional:
- <

Refund CHF18.00 manually Refund CHF18.00 via Saferpay VISA

‘While clicking Refund CHF 18.00 via -
Saferpay VISA confirmation pop up
displayed.

.

y0thsizikjnpd6ewds

PAYMENT
Widgetauthorization

changed to Refunded.

© SIX Payment Services
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Stock levels reduced: Beanie (woo-
beanie) 4140

Payment was on-hold due to delayed
capture.

Add note @

Private note v | add

If we click OK amount will be successfully refunded and order status will be
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# Saferpay test instance Howdy, svadmin
@ Dashboard

A Posts
33 Media Order notes N

M Pages Status vayiny
ihj

Order status changed from Processing to

= Refunded v
¥ Comments Refunded.

ar

Costomen View other orders =
WooCommerce '
Email address:
madhav (¥6 - mail.com) M
Item #17 stock increased from 40 to 41.
phone:
1853732837253
Saferpay Refund ID
83IrSTAG78U4UAIOUL3FAGCSAWGD —
Refunded: 18 CHF
Reason for refund:
- Beanie CHF120D <1 CHF12.00
/eoCommer SKU: w 51 9 -CHRIE00
Multilingu:
Payment received from saferpay.
e Order status changed from On hold to
& Products . .
v Free shipping CHF0.00 Processing.
uil Analytics 1
» Appearance )
Refund #6581 - Dacember 18, 2019, 11:09 am by syadmin -CHF18.00 Order status changed from Pending
£ Plugins @ payment to Cn hold
.
& Users
Shipping: CHF0.00
* Tools
# - T3k Ei R0 CLEN OD Stock levels reduced: Beanie (woo-
< beanie) 4140
Settings Refunded: -CHF13.00 ;
= =

Order notes are available on right side for each order. From here admin can track order

details.

3 @ sfwpdisplayme.net/notify/wp-admin/post. php?post=20648&action=edit * f?

Howdy, admin [l

@ o2 4 Order notes A
Refunded S Order status changed from Processing to
Refunded.
s Customer Email address:
b . . union@yopmail.com Deletenote
9 Unicn Pay (#19 - union@yopmail.com) = ¥
saferpay Refund ID
D=2 GVO3CSAP46IOtAEGAM2ABJXUNVUA —
Refunded: 360 CHF
Reason for refund:
Deleteno
CHE15000 5 @D Payment received from saferpay.
Order status changed from On hold to
e Processing.
Delete
Flat rate CHF0.00
Ttems: 2 Payment was an-hold due to delayed
s capture.
pnce Refund #2080 - January 16, 2020, 9:30 pm by admin -CHF360.00
a Payment authorization rejected by
N saferpay.
Shipping CHFO. Order status changed from Pending
Total:  EH4F3589 CHFO.(0 payment to On hold.
Refunded: -CHF360.00
@ This order is no longer editabl m— AR S —

© SIX Payment Services V1.0.3 31134



Software - Web - Mobile

W@rldllrle ‘ f I x Payment Services E PIT Solutions

Alias Manager allows your customer to save the credit card information in his account

and to use for the future payments.

Saferpay Secure Card Data or SCD in short, is a service for saving sensitive payment
means information in the certified Saferpay data centre. By using SCD, the payment
data is separated from the merchant application and no longer comes in contact with it.
The stored Secure Card Data can be referred from future payments initiated via

Transaction” interface.

This feature is available for payment methods that supports secure card data. Sensitive
payment data is stored only in certified Saferpay data centre. If the settings ‘Is Save
Card Available?’ is Active in Payment method configuration page, then logged in

customers can save and use their card for future transactions.

¥ Checkout - Saferpay test instar X F=lra ==l

<« ¢ @ © & httpsyfshp displaymenet/chackout/ 8 - w noe =
Subtotal €36.00

Country/ Region *
- Shipping Free shipping
India

Street address * Total €36.00

test

test @® Maestro

Towim / City *

li

@ American Express
1234

VisA
State / County © visa
Karnataka

Pay with VISA over the interface of Saferpay.
Posteode f ZIP >
O Save to account
12133 You can choose from saved cards
-Select card- -

Phone

1213232442 @ MasterCard

Email address *
@ Diners Club
test@yopmail.com

@ Bancontact

Ship to a different address? [F]
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In addition to this, customer can manage the saved cards from his customer account in

My account section. A new tab “Saved Cards” is added in my account page from which

customers can add, update and delete cards from his account.

My account

Dashboard

Orders

Downloads
Addresses

Account details
'SavedCards | B

Logout

Add Card

Card Number

Helder Name

Add Card

Saved Cards

Card Number

JOCOCC000 000 0004

Expiration

Card Type

VISA

Delete

Cue

Actions

Edit

English v

Search

Recent Posts

Hello world!

Recent Comments

A WordPress Commenter on Hello
world!

Archives

April 2020

Note: ADD CARD option will only be available for customers if “Allow save card in

user profile” set to Yes in Saferpay general settings.

Card Number — Displays the masked credit card number provided by Saferpay.

Customers have the option to update the expiry date of the card that is already saved by
clicking Edit button.
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ERROR LOGS

Error Log section provides information about transactions performed by Saferpay that

could not be completed successfully.

Error details provided by payment gateway will be logged and displayed in order details

under ‘Error Response Tab’.

@ A saferpaytest nstance + New Howdy, shop Manager [l
¥ ‘omments

. = .
WooCommerce / Orders / Edit Order ™ ) E] *

B wooTommerce Inbosx Orders Stack Reviews
Active t No

Dashboard

Orders (112 .
History Tab .

Coupon

Cus # Transaction Status Transaction Date

1 INITALIZE 2020-08-14 1128:21
Reecs 2 FAILED 2020-08-14 112849
1
Error Response Tab N

Error Code: 1051

Saferpay Response error code : 402

error message : Payment Required

© Froducts APIErrar Response: 3DS_AUTHENTICATION FAILED
s APIError Message : 3D-Secure authentication failed

Mulilingual

ull Analytics I

&4 Downloadable product permissions @ a
Appearance

& Users Grant access
Search for a downloadable product.

& Tools
Settings Payment Gateway Response :
&, WP Mail SMTP .

-

¢
P S (TR INITIAL IR =5 dres
@ WP Security . v

(Responselteades] = brray
Q Translations 1

[Spacversion .
[Requestld] =5 8007bafe-+d44-422d-9276-220174250a22

& Collapse menu

K7e e85 gIykO03] 2 daa
> 2020-08-14T14: 24: 40,267+ 02: 00 ~
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